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Abstract. In this paper we develop an algorithm which permits to use
the information content of a correctness proof Π for a program P to
label P with assertions that provide the set of pre- and post-conditions
which constitute the information used by the proof Π to establish the
correctness of the program P .

1

Introduction

The goal of this contribution is to show that an instrument from Constructive Proof Theory, the Collection Method [MO79,MO81], can be used
in practice to extract information from a correctness proof. In particular,
we use such a method to automatically label the source code of a program
with assertions that state the minimal pre- and postconditions which ensure the validity of the specification with respect to a given correctness
proof.
Actually a prototypical version of the labelling algorithm has been implemented as a package for the Isabelle generic theorem prover [Pau94].
This package is designed to interface with other provers (the classical reasoner, the simplifier, . . . ) Isabelle provides; its design purpose was to
build a black box which analyzes correctness proofs performed using a
verification system [BKN98] built on the top of Isabelle .
The choice of a constructive instrument, in our case, the Collection
Method, may appear as arbitrary. It is not: constructive proofs contain
far more information than classical ones. The study of information extraction methods has a solid tradition in constructive logic [Kre76]; the most
?
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well-known instrument is normalization [Sch92]. Computer Science applications are mainly in the field of program synthesis: here, normalizationbased techniques are successfully employed [BS95,BBS + 98], but it is a
fact that more information than needed is produced when transforming a
proof into a program. So the main effort is in reducing this extra amount
of information [BBS+ 98].
Our application is in the analysis of correctness proofs, so we have a
fixed program we want to maximize the amount of information we can
get about it. In this respect, as shown in [MO79], the Collection Method
is more powerful than normalization-based techniques, since it extracts
much more information. Of course, we want to filter this information, since
every correctness proof contains parts with are relevant with respect to
the program, while other part are accessory, and provide just logical or
arithmetical lemmas.
With these premises, the outline of this paper is as follows:
– first, we introduce the relevant properties of Collection Method, that
is, the algorithm to extract information from proofs;
– then we use this method to develop a procedure that is able to perform
the labeling task mentioned above, and we apply it to a small example;
– in the appendix, we show the detailed construction which constitutes
the Collection Method: we want to remark here that this part is not
essential to understand the content of this article.

2

Extracting Information from Proofs

There are many ways to extract information from proofs, for example,
see [Sch92,BS95,Tro73]. Generally speaking, the information content of
a formal proof is the set of formulas which are proved to be true, either
explicitly or implicitly, inside the proof development.
A natural way to perform this kind of extraction is by using the
Collection Method. It was developed to synthesize programs from proofs
[MO81,MO79,MMO88] and to show that a logic (or theory) is constructive [Fer97,MMO89,Ben98].
The Collection Method takes a set I of proofs as input, and generates
a set, Coll∗ (I), as output, which contains the information content of I.
In our application I will be the singleton set composed by the correctness
proof, and Coll∗ (I) will be the set the labelling algorithm operates on.
The definition of the Collection Method is given in Appendix A; the
details on how it generates the information content are not relevant for
our applications, but some of its properties are important:

1. it is not too difficult to encode the Collection Method as a package
for a logical framework, like Isabelle ;
2. the set Coll∗ (I) can be represented as a lazy list of formulas, so it can
be used (in particular, by our labelling algorithm) before it is completely generated; this fact is relevant, since the information content
of a proof can be infinite;
3. we have a solid theoretical description for the quality of the extracted
information [Fer97]; in particular we are able to show that it enjoys
some interesting minimality properties, and that, when the theory
where the given proofs are developed, is strongly constructive, the
inner structure of the set Coll∗ (I) is constructively closed (i.e., it is a
pseudo-truth set).
The first property means that extracting information from a correctness proof is a feasible operation; the second property states that the
procedure can be coded so to provide information in stages, making possible to incrementally generating the results of the labelling procedure.
The third property says that our labelling procedure can guarantee
an high theoretical quality for the information it produces.

3

Analysis of Correctness Proofs

As we pointed out in the introduction, the goal of this paper is to show
how we can extract information from a correctness proof Π for a program
P in order to label P with assertions that state what happens inside.
Since our verification environment is for object code programs, we
give a specialized version of the labelling algorithm here. It is possible to
define a general version, but this is beyond the scope of this work.
We assume that the program P we are analyzing is coded into a
proper logical representation Rep P . We remark that in our verification
framework this translation is generated automatically. The format of the
representation can be inferred from the example we show.
Definition 1 (Labeling Procedure). Let

Rep
QP

be a correctness proof

SpecP

for the program P , coded in a logical form as RepP , with respect to the
 Rep 
QP
∗
specification SpecP ; let C = Coll {
} .
We define

SpecP

Li = {∃x.A | (∃x.pc(x) = i + 1 ∧ A) ∈ C} ∪
∪ {∀x.A | (∀x.pc(x) = i + 1 → A) ∈ C} ,

1:
2:
3:
4:
5:
6:
7:

MOVE
ADD
MOVE
ADD
CMP
BGE
SUB

# − 1, d1
#1, d1
d 1 , d2
d 2 , d2
d 2 , d0
2
#1, d1

Fig. 1. Our small example program

Rep ≡ pc(0) = 1 ∧ 0 ≤ d0 (0) ∧ (∀t.I1 (t) ∧ . . . I8 (t)) ∧ (∀t.pc(t) = 1 ∨ . . . ∨ pc(t) = 8)
I1 (t) ≡ pc(t) = 1 → pc(t + 1) = 2 ∧ d0 (t + 1) = d0 (t) ∧ d1 (t + 1) = −1
I2 (t) ≡ pc(t) = 2 → pc(t + 1) = 3 ∧ d0 (t + 1) = d0 (t) ∧ d1 (t + 1) = 1 + d1 (t)
I3 (t) ≡ pc(t) = 3 → pc(t + 1) = 4 ∧ d0 (t + 1) = d0 (t) ∧ d1 (t + 1) = d1 (t) ∧
∧ d2 (t + 1) = d1 (t)
I4 (t) ≡ pc(t) = 4 → pc(t + 1) = 5 ∧ d0 (t + 1) = d0 (t) ∧ d1 (t + 1) = d1 (t) ∧
∧ d2 (t + 1) = 2d2 (t)
I5 (t) ≡ pc(t) = 5 → pc(t + 1) = 6 ∧ d0 (t + 1) = d0 (t) ∧ d1 (t + 1) = d1 (t) ∧
∧ (N(t + 1) ↔ d1 (t) ≤ d0 (t))
I6 (t) ≡ pc(t) = 6 → (N(t) → pc(t + 1) = 2) ∧ (¬N(t) → pc(t + 1) = 7) ∧
∧ d0 (t + 1) = d0 (t) ∧ d1 (t + 1) = d1 (t)
I7 (t) ≡ pc(t) = 7 → pc(t + 1) = 8 ∧ d0 (t + 1) = d0 (t) ∧ d1 (t + 1) = d1 (t) − 1
I8 (t) ≡ pc(t) = 8 → pc(t + 1) = 8 ∧ d0 (t + 1) = d0 (t) ∧ d1 (t + 1) = d1 (t)
Fig. 2. The logical representation for the example program

for every instruction (referred to by its position
i inside the program code).
S
We define G = {∀x.A | ∀x.A ∈ C} \ i Li .

Intuitively Li is a set of assertions which holds on the i th position
(line) of the source code, while G contains a set of facts which are true
everywhere in the program.
Consider the assembly code program in Figure 1: given a natural
number in register d0 , it is divided by 2 and the result is returned in
register d1 . Formally:
Spec ≡ ∃t.pc(t) = 8 ∧ (d0 (0) = 2d1 (t) ∨ d0 (0) = 2d1 (t) + 1)

The logical representation for this program is shown in Figure 2.
The complete correctness proof can be easily performed in first-order
classical arithmetic. The essential schema for the correctness proof in
natural deduction can be found in Figure 3.

A ≡ pc(t) = 2 → (2(1 + d1 (t)) ≤ d0 (t) → pc(t + 5) = 2) ∧
∧ (d0 (t) < 2(1 + d1 (t)) → pc(t + 5) = 7) ∧
∧ d1 (t + 5) = d1 (t)
B ≡ ∀t.d0 (t) = d0 (0)
C ≡ ∃t.pc(t) = 2 ∧ d0 (t) < 2(1 + d1 (t)
D ≡ ∀t.pc(t) = 2 → 2d1 (t) ≤ d0 (t)

Rep
Rep
===
===
Rep
Rep
Rep
A
Rep
B
===
===
========
========
A
B
C
D
=====================================
∃t.2(d1 (t) − 1) ≤ d0 (0) ≤ 2d1 (t) − 1 ∧ pc(t) = 7
Rep
============================================ ∃E
Spec
Fig. 3. The schema of the correctness proof for our example

If we apply the Collection Method to this correctness proof (for the
sake of brevity, we restrict our extraction to the schema) and we calculate
the sets for our labeling procedure, we get G = {∀t.d 0 (t) = d0 (0)} as the
set of facts which are true in the whole program, and we can label our
program as in Figure 4, using the sets L i whose values are:
L0
L1
L2 = L 3 = L 4 = L 5
L6
L7

= {0 ≤ d0 (0)}
= {∃t.d0 (t) < 2(d1 (t) + 1), ∀t.2d1 (t) < d0 (t)}
=∅
= {∃t.2(d1 (t) − 1) ≤ d0 (0) ≤ 2d1 (t) − 1}
= {Spec}

Since every correctness proof must establish results on the structure
of the code, an algorithm which is able to extract information from a
proof must collect these results, as well. In the case of object code it is
easy to understand where in the program this information is true: we use
the program counter register.
In a more general setting the same labeling could be performed, by using an implicational representation (like ours) which has in the antecedent
enough information in order to identify in an unique way a position inside
the program code.

:
1:
:
2:
3:
4:
5:
6:
:
7:
:

L0 = {0 ≤ d0 (0)}
MOVE # − 1, d1
L1 = {∃t.d0 (t) < 2(d1 (t) + 1), ∀t.2d1 (t) < d0 (t)}
ADD #1, d1
MOVE d1 , d2
ADD d2 , d2
CMP d2 , d0
BGE 2
L6 = {∃t.2(d1 (t) − 1) ≤ d0 (0) ≤ 2d1 (t) − 1}
SUB #1, d1
L7 = {∃t.d0 (0) = 2d1 (t) ∨ d0 (0) = 2d1 (t) + 1}

Fig. 4. The result of the labeling algorithm on our example program

4

Conclusions

In this paper we have shown how it is possible to automatically extract
useful information from a correctness proof of an object code program.
There are many other possible applications of the Collection Method
to the automatic analysis of programs, and we think that the labeling
algorithm we discussed in this work is just one of the results which could
be drawn from this line of research. Anyway, even this single result is very
useful for the following applications:
– Reusing software requires a precise description of the behavior of the
code and our labeling algorithm provides it;
– Tracking changes in a formally verified program is difficult because
one does not know the impact they have on the correctness proof, but
our labeling algorithm creates a link between the proof and the code,
so we are able to guess what should be changed in the correctness
proof, when we modify the code;
– Convincing a non-expert about the validity of a correctness proof is
hard since it is huge and difficult to understand, but our labeling
algorithm, because of the way it works, provides information a programmer can check, and this information is present in the correctness
proof, giving empirical evidence of the validity of the proof.
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The Collection Method

Now we show the formal presentation of this method, by working within
first-order intuitionistic arithmetic [TvD88,Tro73].

Definition 2 (Closed Proof ). A proof is closed if and only if all its
free variables are parameters (eigenvariables) of inference rules.
Definition 3 (≺ Relation). We write

Γ
Q

≺ I to indicate that

A

closed subproof of a proof in the set I.

Γ
Q

is a

A

The goal of the Collection Method is to provide a set of formulas,
derived by analyzing the proofs we give as an input. This set will be
named Coll∗ (I) where I is the set containing our input proofs.
Definition 4 (Coll Operator). Let I be a finite set of closed proofs;
Γ
Q
≺ I and Γ ⊆ Coll (I), then
Coll (I) is the least set such that, if
A

A ∈ Coll (I).

We remark that, by an easy argument one can show that there is an
inductive definition for this set, and that one can use such a definition to
generate in a lazy way Coll (I).
Definition 5 (∀I − Subst Operator). Let I be any finite set of closed
proofs. We define ∀I−Subst (I) as the smallest set such that, if
Γ
Q

(p)
A(p)

∀x.A (x)

∀I

≺I ,

where Γ ⊆ Coll (I), and there is a term t such that A (t) ∈ Coll (I), then
Γ
Q

(p:=t)
A(p)

∈ ∀I−Subst (I) .

Definition 6 (∃E − Subst Operator). Let I be any finite set of closed
proofs. We define ∃E−Subst (I) as the smallest set such that, if
Γ,D(p)
Q
2 (p)
1
A
∃x.D(x)
Γ
Q

A

∃E

≺I ,

where Γ ⊆ Coll (I), A is a closed formula, and there is a term t such that
D (t) ∈ Coll (I), then
Γ,D(p)
Q
2 (p:=t)
A

∈ ∃E−Subst (I) .

Definition 7 (Ind − Subst Operator). Let I be a finite set of closed
proofs. We define Ind − Subst (I) as the smallest set such that, if
Γ,A(p)
Q
2 (p)
A(0) A(Suc(p))
Γ
Q

1

A (t)

Ind

≺I ,

where Γ ⊆ Coll (I), and A (t) is a closed formula, then, there is a value
i such that t = Suci (0) so we put
Suci (0)=t,A(Suci (0))

Q

Q

, and

Suci (0)=t

A(t)

in Ind − Subst (I), and, for all j, 0 ≤ j < i,
Γ,A(p)
Q
2

(p:=Sucj (0)) ∈ Ind − Subst (I) .

A(Suc(p))

Definition 8 (Exp Operator). Given I, a finite set of closed proofs,
its expansion is defined as
Exp (I) = I ∪ ∀I−Subst (I) ∪ ∃E−Subst (I) ∪ Ind − Subst (I) .
Definition 9 (Exp∗ and Coll∗ Operators). Let I be any finite set of
closed proofs. We define
Exp0 (I) = I

Expi+1 (I) = Exp Expi (I) .

We call Exp∗ (I) the closure on the expansion operation over I; formally
Exp∗ (I) =

[

Expi (I) .

i∈ω

The collection operator applied to Exp ∗ (I) gives us Coll∗ (I); formally
Coll∗ (I) =

[

i∈ω

Coll Expi (I)



.

We note that both Exp∗ (I) and Coll∗ (I) are recursively enumerable, but,
in general, they are not finite nor recursive.

We remark that both the sets Exp∗ (I) and Coll∗ (I) can be generated
in a lazy way, since they are monotone with respect to set inclusion, and
inductively defined.
We do not show all the properties which this method enjoys, since their
proofs are long and beyond the scope of this work. A more comprehensive
discussion of the method along with many derived results can be found
in [Fer97,MMO89,Ben98].
The only property which is relevant to our application is stated in
Theorem 1. This result defines what we mean when we say that “the information content as generated by the collection procedure, is constructively
complete”.
Definition 10 (Pseudo-Truth Set). A set F of formulas is a pseudotruth set if and only if
–
–
–
–
–
–

A ∈ F implies Arith ` A.
A ∈ F implies A is closed.
A ∨ B ∈ F implies A ∈ F or B ∈ F.
A ∧ B ∈ F implies A ∈ F and B ∈ F.
A → B ∈ F and A ∈ F implies B ∈ F.
∃x.A (x) ∈ F implies that there is a term t, such that A (t) ∈ F.

Theorem 1. Let I be a finite set of closed proofs, then Coll ∗ (I) is a
pseudo-truth set.
If we use classical arithmetic, Theorem 1 does not hold anymore, since
this theory is not constructive. But still the Collection Method can be used
to extract information from proofs, but one does not know in advance to
what extent, i.e., no theoretical measure for the quality of the extracted
information is available.

